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Abstract

In the near future, �r st responders such as �re�ghters
might be supportedby sensornodes,both installedbefore
the incidentand placedby the responders themselves.To
communicatewith thesesensornodes,the �r st responders
couldbeequippedwith handhelddevices,e.g. PDAswith
wirelessLAN,additionallyequippedwith a radiomoduleof
the sametypeas usedby the sensornodes.This scenario
enablesthe usage of the PDAs as mobile communication
backboneby thesensornodes,aswell asallowing the�r st
responders to accessnodesin thesensornetworkin anef�-
cientway, bothnearandfar. Thispaperpresentsa weighted
routing protocol for heterogeneousnetworks,which could
beusedin such ascenario.

1 Intr oduction

In emergency scenarios such as �res or earthquakes,
quickly deployedsensornetworkscanlendvital supportto
�rst responderslike �re�ghters and rescueteams. When
�rst respondersarrive at the scene,they should be able
to communicatewith all sensornodesin their immediate
vicinity, or even nodesfartheraway, dependingon the in-
tendeduse. An applicationfor the former would be �re-
�ghters, who measuretheheatlevelsin theimmediatearea
they aremoving to, usingsensorsthathavebeeninstalledin
thebuilding previously. An applicationfor thelatterwould
be�nding theway out of theburningbuilding for thesame
�re�ghters. If they droppeda few sensorson the way in,
they could determinea saferouteback. Whenthey reach
thetrappedpeople,they would requesttheheatlevelsmea-
suredby thenodesat theentrances/exits of thebuilding. If
thevaluesreturnedfrom somesensorsaretoohigh,or there
is no answerat all, they would know that this route was
not safeanymoreandchoosea differentway out. Figure1

shows anexampleof sucha communication.The�re�ght-
ershaveenteredthebuilding from 3 differententrancesand
plantedsensornodeson the way. Now they meet in the
center, andtry dodetermineasaferoutebackout. Threeof
themrequesttemperaturevaluesfrom thenodesthey placed
at theentrances.For simplicity the following communica-
tion backto the�re�ghters is not shown here.

Anotherapplicationwouldbethecommunicationamong
the�re�ghters. Currentlythiscommunicationandthecom-
municationbetweena �re�ghter and the operationcon-
trollers is very lossy. If thingsgo bad,anda houseis about
to collapse,the controllerssendan evacuationsignal. But
sometimes,this signalis not receivedby all of the�re�ght-
ers,leadingto dangerof injuriesandsometimesevendeath.

In our approachtheevacuationorderwould besentover
multiple networks - the currently usedone, the wireless
LAN of the PDAs andthe sensornetwork. The specialty
is, thatthecommunicationcanswitchbetweennetworksat
any time. If speci�ed, a messageof high priority lik e an
evacuationorderreceivedby aPDA will be�ooded into the
sensornetwork aswell asthewirelessLAN. Thisway, even
�re�ghters whoarenot in directcommunicationrangewith
any othercanbe reachedthroughmultiple sensornetwork
hops.As thisof coursedrainsenergy from thesensornodes,
amultiple network �ooding shouldonly beusedin extreme
cases,whenit is absolutelyvital to reachall �re�ghters. But
thesituationmentionedbeforeis of coursesuchone,asthe
life of the�re�ghters might beat stake. Figure2 shows an
examplefor such a communication.The PDA in the left
uppercornerjust received anabortmissionsignal,which is
then�ooded throughbothnetworks.All PDAs within range
receive it, andthecorresponding�re�ghters evacuate.The
�re�ghters carryingthePDAs in theright cornerwouldnor-
mally not have receivedthesignal,but arenow evacuating,
too,asthesignalwasrelayedby thesensornodes.

Thispaperis structuredasfollows: Theweightedrouting
protocolis describedin section2, while section3 showsthe



Figure 1. Comm unication from PDAs to designated WSN nodes

Figure 2. Emergency �ooding thr ough multi-
ple netw orks

resultsof the simulationsandexperimentswe made. Re-
latedwork canbe found in section4. We �nish with con-
clusionandfuturework in section5.

2 A Routing Protocol for Mobile Heteroge-
neousNetworks

2.1 Requiremen ts

Our scenarioproducesa numberof requirementsfor the
routingprotocol:

ID-basedAddr essing To communicatewith nodesin the
immediatevicinity a localbroadcastis enough.To commu-
nicatewith distantnodes,a geographicapproachmight be
consideredgood. But GPSdoesnot work insidebuildings,

andGPSreceiversarestill too expensive, if nodesshould
be usedin large quantities. Other localizationalgorithms
arenotaccurateenoughor take toomuchtime. A datacen-
teredapproachis not usefuleither. A �re�ghter that looks
for theway out of a burningbuilding will not beinterested
in theheatlevelsfrom all nodesin thebuilding. Rather, only
thenodesthatarenearacertainexit or on theway thereare
of interest.Therefore,we chooseto useID-basedaddress-
ing. Whenthe �re�ghters dropnodes,their ID is recorded
automatically, or evenpreprogrammedbeforeentering.

Support for HeterogeneousNetworks and Ar chitectures
Due to the scenario,communicationmustbe possiblebe-
tweenhandhelddevicesandsensornodes.We assumethat
thesensornodesareequippedwith acheapcommunication
modulewhich suppliesonly basicfunctionality with little
bandwidthandlow datarate. ThePDAs on theotherhand
usewirelessLAN to communicateamongeachotheranda
zigbeeradiomoduleto communicatewith thesensornodes.
This leadsto a numberof problemsthathave to besolved,
e.g. thedifferentsizeof basicdatatypes(8 or 16 bit for an
integer)or the internalrepresentationof bytes(big or little
endian).

Ad-Hoc Topologies and Mobility While the Sensor
nodesareassumedto beimmobile,the�re�ghters aremov-
ing throughtheburningbuilding (that is their job afterall).
This meansthat the logical topology, which denotesthe
topologydeterminedby radio neighborhood,is constantly
changing.While theconnectionsbetweensensornodesare
assumedto be fairly static, the connectionsbetweensen-
sornodesand�re�ghters' PDAs changeoften,asdo those
between�re�ghters.



Low Overhead for the Sensornodes All sensornodes
currentlyavailablehavesevereresourcelimitations.This is
valid for thememory(e.g.10kBof Ramand48kB of Rom
on a TMote Sky) aswell as for the communicationband-
width and the energy reserves. All thesemake designing
a routingprotocolfor wirelesssensornetworksmuchmore
challengingthendesigningonefor traditionalnetworks.

Limited Unicast and Broadcast To enableef�cient col-
lective operationsit is necessaryto supplytheability to ad-
dressasinglenodewithin acertainrangeof hops(Unicast)
andto distributemessagesto all nodeswithin acertainnum-
berof hops(n-hopBroadcast).For ef�ciency purposesit is
also useful to enabledifferent forms of broadcastfor the
PDAs. As they could distribute a broadcastover different
networks, it is possibleto transmitonly into oneof them
(WSN/Manet)or into both.

Tolerance for Asymmetric and Unidir ectional Links
Experimentswith real networks e.g. [12] have shown that
asymmetricandevenunidirectionallinks arequitecommon
in wirelesssensornetworks. Therefore,a way of dealing
with themhasto befound.

2.2 Di�eren t Approac hes to Connect Dif-
feren t Net works

Thereis anumberof differentwaysto connectheteroge-
neousnetworks. The mostprominentmethodis inter net-
working asusedin theinternet.In this approach,therecan
be any numberof differentnetworks(autonomoussystems,
AS) with different routing strategies, that are connected.
But this approachrequiresall nodesto have anIP-Address.
For wirelesssensornetworks,thisapproachhasbeenshown
to be inef�cient, becauseof theoverheadof transmittinga
large IP-Headerwith every message,whereasthe payload
is oftenonly a few bytes.

Anothersolutionwould be to useIP-Addressesfor the
PDAs, and simple IDs in the sensornetwork (WSN-ID).
Thiswould requiretheusageof gatewaysfor addresstrans-
lationor heterogeneousaddressing,whereeachsensornode
needsto know theIP-Addressesof thePDAs it is communi-
catingwith aswell astheWSN-ID of its surroundingnodes.
This would lead to a lot of memoryconsumptionon the
sensornodes.Also, in thecaseof communicationbetween
WSNandPDAs, theIP-Addresswouldhaveto betransmit-
ted,in theworstcasethroughthewholesensornetwork.

A third possibility is to usea uni�ed addressingscheme
for bothnetworks,that is basedon WSN-IDs. In this case,
the IP-Addressesof the PDAs would be ignored,and the
uni�ed addressingusedon top of raw WLAN broadcast.
This has the advantageof reducing the overheadin the
WSN.

2.3 The implemen ted Approac h

To minimize the overheadin the sensornetwork, a �at
addressspacewaschosen.TheMANET nodesusethesame
addresstype asthe sensornodes.Becausethe PDAs have
strongerbatteriesandalongerrange,mostof thecommuni-
cationshouldtakeplacein theMANET. In ourimplementa-
tion theconnectionsbetweennodesareweightedwith acost
metric,whichcanbeindividually tuned.Figure3 shows an
examplewhereeachconnectioninvolving a sensornodeis
assigneda costof 2, andpureMANET connectionsa cost
of 1. In thisexample,thenodein theupperleft of thesensor
net needsto communicatewith the onein the lower right.
As thereis aMANET nearby, thiscanbeusedasacommu-
nicationbackbone.Thecommunicationthroughthesensor
network would involve 6 nodesfor a costof 12, whereas
the communicationthrough the MANET involves 2 sen-
sornodes, 2 switchesbetweenthenetwork and3 MANET
hops,leadingto a total costof 4+4+3= 11. Thedifference
becomesstrongerwhenthedifferenceof costsis higher.

Figure 3. Routing in a weighted heter oge-
neous netw ork

To furtherreducethenetwork loadin thesensornetwork,
theaddressesaredivided into sensoridentitiesandMANET
identities.Thisway, anodealwaysknowsin whichnetwork
thedestinationcanbefound.This is alsousefulto limit the
rangeof multi hopbroadcastsinsideeithertheMANET or
thesensornetwork.

In somecases,liketheaforementionedemergency evac-
uation, a spreadingthroughboth networks is wanted. To
enableall thesedifferentscenarios,the addressingscheme
depictedin �gure 4 is used.Themostsigni�cant bit decides
if oneor bothinterfacesshouldbeusedonaMANET node,
on the sensornodesonly oneis available. The secondbit
is usedasidenti�er for the network the destinationcanbe
found in. The addressof the nodetakesup the restof the







Table 1. Single Hop Scenario results
packets delivery ratio RTT min avg max

100 94% 103ms 299ms 537ms

Table1 shows theresultsof our measurements. The6%
packet losscaneasilybe explainedby collisionsbetween
routerequest-andacknowledgementpackets.Theseexper-
imentswereonly meantto show that communicationwas
possibleat all, but alsoalreadyhint at a possibleproblem:
dueto theusageof theTmoteasmodemfor thelaptop,the
differencebetweenminimal and maximal round-trip-time
(jitter) is veryhigh.

3.2.2 MANET-MANET-WSN

The setupof the secondrow of experimentsfeaturedthe
Tmotesandtwo laptops,oneof which again usedanother
Tmoteasmodem.Thelayoutof theexperimentcanbeseen
in �gure 11. Thelaptopontopwantedto communicatewith
thesensornodes,usingthe laptopon themiddleasa gate-
way.

Figure 11. Ping-Pong scenario setup

Theresultsof theseexperimentsaredepictedin table2.
It canbeseenthatheadditionalMANET hopincreasedthe
round-trip-timeby at least95ms,up to 284ms.Thisseems
to imply (aswill beshown later)thatthetransitionbetween
networksandthecommunicationon thelaptoptakesmuch
moretime thanthatbetweenTmotes.

Table 2. Measured round trip time Ping-Pong
Scenario

packets delivery ratio RTT min avg max
100 92% 198ms 498ms 821ms

3.2.3 WSN-MANET-MANET-WSN

The third row of experimentsfeaturedcommunicationbe-
tweentwo Tmotes,usinga MANET tunnelin between.In
�gure 12thesensornodeontheleft sidewantedto transmit
to thesenornodeon theright side.As they werenot within
range,communicationwasonly possibleusingtheWLAN
of thelaptopsin between.

Figure 12. Tunnelling WSN packets thr ough a
MANET

Table 3 shows the achieved packet delivery ratio and
round-trip-time. Note, that for all experimentsno MAC
layer wasused. While this wasno problemfor thosede-
pictedabove, it wasdevastatingfor this setup.The rateof
86% wasonly achieved by disablingthe datapackets,be-
causethey keptcolliding with thenext routerequest.

Table 3. Results of the tunnel scenario
packets delivery ratio RTT min avg max

100 86% 310ms 514ms 770ms

3.2.4 WSN Multihop

In this last row of experimentsonly Tmoteswere used,
which were arrangedin a row of 2, 3 or 4 nodes. Table
4 shows theresultsof theseexperiments.As suggestedear-
lier, thecommunicationbetweenTmotesis fairly fast,and
the jitter is fairly low. Eachhopseemsto addabout30 ms
to theroundtrip time.

Table 4. Measured multihop round trip times
hops delivery ratio RTT min avg max

1 97% 20ms 29ms 30ms
2 81% 50ms 56ms 60ms
3 94% 70ms 87ms 100ms

4 RelatedWork

Theideaof adding�re�ghters with sensornetworkshas
beenproposedin differentways.Sometimesthesensorsare
usedto �nd trappedpeopleor to monitorthe healthstatusof
the�re�ghters themselves[4]. Siren[2] usesa tuple-space
like abstractionto exchangedataaboutmeasuredheatval-
uesbetween�re�ghters. Themaindifferencebetweentheir



approachandour is thatwedeterminetheheatlevelsfrom a
distance,whereasin theirsoneof the�re�ghters musthave
received thevaluesdirectly, beforeforwardingthemto his
colleagues.

The authorsof [7] introducedTEEN and its successor
APTEEN [8]. Teenis a hierarchicalclusterbasedrouting
protocolfor wirelesssensornetworks. In thisprotocol,sen-
sorsaregatheredin groups(socalledclusters),with oneof
themasleader(cluster-head).Communicationinsidethese
groupsalwaystakesplacebetweenoneof thenodesandthe
cluster-head.Communicationbetweendifferentclustersis
possibleonly from onecluster-headto another. In our ap-
proachthehighercostassignedto thehopsbetweensensor
nodesleadsto moreof thecommunicationtakingplacebe-
tweenthePDAs thanbetweensensornodes.If thenumber
of PDAs is high enough,andthereis alwaysa PDA within
reachof any sensornodethat wantsto transmit,the PDAs
wouldbehave like thecluster-headsin TEEN.

TheroutingprotocolAODV, whichwasmodi�ed for this
work wasintroducedin [11]. It wasintendedasa protocol
for MANETs,andis in its originalform tooheavy-weighted
to beusedin sensornetworks.However, with themodi�ca-
tionswe made,we wereableto adaptit to run on a Tmote
Sky without runninginto memoryor energy problems.

Many other routing protocolsfor sensornetworks use
different metrics. Theseinclude among others thehop
count,theminimal energy consumedalongthe way or the
remainingenergy of eachnode[14, 10],or theloadon par-
ticular nodes,to namebut a few. Our approachalsokeeps
in mind theenergy constraintson thesensornodes,but not
focusedon the singlesensornodes. Rather, our approach
triesto shift asmuchtraf�c aspossibleto themuchstronger
(largerbattery, higherbandwidth,greaterrange)PDAs.

5 Conclusionand Futur eWork

In this paper we have presenteda combinedrouting
protocolfor sensornetworksandWLAN basedMANETs.
Theproposedapproachusesweightedconnectionsbetween
nodesto determinewhichpathto take. Wehavedeliberately
chosena simplemetric that is not hardto computeandcan
easilybeimplementedon resourceconstraintsensornodes,
too. Theresultsof our simulationsshow theadvantagesof
this approachandthe feasibility of the approachhasbeen
demonstratedusinga prototypeimplementationon Tmote
Sky sensornodesandlaptops.However, moreresearchwith
a largernumberof nodesis clearlynecessary. In thefuture,
wewouldliketo combinethisroutingprotocolwith thecol-
lective operationsof COCOS [5], a high level middleware
layerthatprovidesdataparalleloperationsonentiregroups
of sensornodes.
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