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Abstract

In the near future, r st respondes suc as re ghters
might be supportedby sensomodes,both installed before
the incidentand placedby the respondes themselves.To
communicatevith thesesensomodes the r st respondes
could be equippedwith handheld devices,e.g. PDAs with
wirelesd_ AN, additionallyequippedvith a radio moduleof
the sametype as usedby the sensornodes. This scenario
enablesthe usage of the PDAs as mobile communication
badboneby the sensomodesaswell asallowing the r st
respondes to accessnodesn thesensometworkin anef-
cientway, bothnearandfar. Thispaperpresentaweighted
routing protocol for heteogeneousnetworks,which could
beusedin sut ascenario.

1 Intr oduction

In emegengy scenaios suchas res or earthquaks,
quickly deployed sensometworks canlendvital supportto
rst responderdike re ghters and rescueteams. When
rst respondersarrive at the scene,they should be able
to communicatewith all sensomodesin their immediate
vicinity, or even nodesfartheraway, dependingon the in-
tendeduse. An applicationfor the former would be re-
ghters, who measurehe heatlevelsin theimmediatearea
they aremoving to, usingsensorshathave beeninstalledin
the building previously. An applicationfor the latterwould
be nding theway out of the burning building for the same
re ghters. If they droppeda few sensorson the way in,
they could determinea saferoute back. Whenthey reach
thetrappedpeople they would requesthe heatlevelsmea-
suredby the nodesat the entranceskdts of the building. If
thevaluesreturnedrom somesensorsaretoo high, or there
is no answerat all, they would know that this route was
not safearymoreandchoosea differentway out. Figurel

shavs anexampleof sucha communication.The re ght-
ershave enteredhebuilding from 3 differententrancesand
plantedsensornodeson the way. Now they meetin the
centerandtry do determinea saferoutebackout. Threeof
themrequestemperatur@aluesfrom thenodeshey placed
at the entrances For simplicity the following communica-
tion backto the re ghters is notshavn here.

Anotherapplicatiorwould bethecommunicatioramong
the re ghters. Currentlythiscommunicatiorandthecom-
munication betweena re ghter and the operationcon-
trollersis very lossy If thingsgo bad,anda houseis about
to collapse the controllerssendan evacuationsignal. But
sometimesthis signalis notreceived by all of the re ght-
ers,leadingto dangef injuriesandsometimeg&vendeath.

In our approachheevacuationorderwould be sentover
multiple networks - the currently usedone, the wireless
LAN of the PDAs andthe sensometwork. The specialty
is, thatthe communicatiorcanswitch betweemetworks at
ary time. If speci ed, a messagef high priority like an
evacuationorderrecevedby a PDA will be ooded into the
sensonetwork aswell asthewirelessLAN. Thisway, even
re ghters whoarenotin directcommunicatiorrangewith
ary othercanbe reachedhroughmultiple sensometwork
hops.As thisof coursedrainsenegy from thesensonodes,
amultiple network ooding shouldonly beusedin extreme
caseswhenit is absolutelyvital toreachall re ghters. But
the situationmentionedbeforeis of coursesuchone,asthe
life of the re ghters might be at stale. Figure2 shavs an
examplefor such a communication. The PDA in the left
uppercornerjust receved anabortmissionsignal,whichis
then ooded throughbothnetworks. All PDAs within range
receve it, andthe correspondingre ghters evacuate.The
re ghters carryingthe PDAs in theright cornerwould nor-
mally not have receivedthe signal,but arenow evacuating,
too, asthe signalwasrelayedby the sensomodes.

Thispapertis structuredasfollows: Theweightedrouting
protocolis describedn section2, while section3 shavsthe
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Figure 1. Communication from PDAs to designated WSN nodes
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resultsof the simulationsand experimentswe made. Re-
latedwork canbe foundin section4. We nish with con-
clusionandfuturework in section5.

2 A Routing Protocol for Mobile Heteroge-
neousNetworks

2.1 Requiremen ts

Our scenarigproducesa numberof requirementgor the
routing protocol:

ID-based Addressing To communicatavith nodesin the
immediatevicinity alocal broadcasis enough.To commu-
nicatewith distantnodes,a geographiapproachmight be
consideredjood. But GPSdoesnot work insidebuildings,

and GPSreceversare still too expensve, if nodesshould
be usedin large quantities. Otherlocalizationalgorithms
arenotaccurateenoughor take too muchtime. A datacen-
teredapproachis not usefuleither A re ghter thatlooks
for theway out of a burningbuilding will notbeinterested
in theheatlevelsfrom all nodesn thebuilding. Ratheronly
thenodeghatareneara certainexit or ontheway thereare
of interest. Therefore we chooseto uselD-basedaddress-
ing. Whenthe re ghters dropnodestheirID is recorded
automaticallyor even preprogrammedteforeentering.

Support for Heterogeneous\Networks and Ar chitectures
Due to the scenario,communicatiormustbe possiblebe-
tweenhandhelddevicesandsensonodes.We assumehat
thesensonodesareequippedvith a cheapcommunication
modulewhich suppliesonly basicfunctionality with little
bandwidthandlow datarate. The PDAs on the otherhand
usewirelessLAN to communicateamongeachotheranda
zigbeeradiomoduleto communicatavith thesensomnodes.
This leadsto a numberof problemsthathave to be solved,
e.g.thedifferentsizeof basicdatatypes(8 or 16 bit for an
integer) or theinternalrepresentationf bytes(big or little
endian).

Ad-Hoc Topologies and Mobility While the Sensor
nodesareassumedo beimmobile,the re ghters aremov-

ing throughthe burning building (thatis their job afterall).

This meansthat the logical topology which denotesthe
topology determinedby radio neighborhoodjs constantly
changing.While the connectiondbetweernsensomodesare
assumedo be fairly static, the connectionshetweensen-
sornodesand re ghters' PDAs changeoften,asdo those
betweenre ghters.



Low Overhead for the Sensornodes All sensomodes
currentlyavailablehave severeresourcdimitations. Thisis

valid for thememory(e.g. 10kB of Ramand48kB of Rom

on a TMote Sky) aswell asfor the communicationband-
width andthe enegy resenes. All thesemake designing
arouting protocolfor wirelesssensometworks muchmore
challengingthendesigningonefor traditionalnetworks.

Limited Unicastand Broadcast To enableefcient col-
lective operationst is necessaryo supplytheability to ad-
dressasinglenodewithin a certainrangeof hops(Unicast)
andto distributemessagew® all nodeswithin acertainnum-
berof hops(n-hopBroadcast) For ef ciency purposest is
also usefulto enabledifferent forms of broadcasfor the
PDAs. As they could distribute a broadcasbver different
networks, it is possibleto transmitonly into one of them
(WSN/Manet)or into both.

Tolerance for Asymmetric and Unidir ectional Links
Experimentswith real networks e.g. [12] have shovn that
asymmetriandevenunidirectionalinks arequitecommon
in wirelesssensometworks. Therefore,a way of dealing
with themhasto befound.

2.2 Dieren t Approac hes to Connect Dif-
ferent Net works

Thereis anumberof differentwaysto connecheteroge-
neousnetworks. The mostprominentmethodis inter net-
working asusedin theinternet. In this approachtherecan
be ary numberof differentnetworks (autonomousystems,

AS) with different routing strateyies, that are connected.

But this approactrequiresall nodesto have anIP-Address.
Forwirelesssensonetworks, thisapproacthasbeenshaovn

to beinefcient, becausef the overheadof transmittinga

large IP-Headerwith every messagewhereashe payload
is oftenonly afew bytes.

Another solutionwould be to uselP-Addressedor the
PDAs, and simple IDs in the sensornetwork (WSN-ID).
Thiswould requirethe usageof gatevaysfor addresdrans-
lationor heterogeneouaddressingwhereeachsensonode
needdo know thelP-Addressesf thePDAs it is communi-
catingwith aswell astheWSN-ID of its surroundinghodes.
This would leadto a lot of memory consumptionon the
sensomodes.Also, in the caseof communcationbetween
WSN andPDAs, thelP-Addressvould have to betransmit-
ted,in theworstcasethroughthe whole sensomnetwork.

A third possibilityis to usea uni ed addressingcheme
for both networks, thatis basedon WSN-IDs. In this case,
the IP-Addresse®f the PDAs would be ignored, and the
uni ed addressingisedon top of raw WLAN broadcast.
This has the adwvantageof reducingthe overheadin the
WSN.

2.3 The implemen ted Approac h

To minimize the overheadin the sensometwork, a at
addresspacavaschosenTheMANET nodesusethesame
addresgype asthe sensomodes. Becausehe PDAs have
strongetbatteriesandalongerrange mostof the communi-
cationshouldtake placein theMANET. In ourimplementa-
tiontheconnectionbetweemodesareweightedwith acost
metric,which canbeindividually tuned.Figure3 shavs an
examplewhereeachconnectioninvolving a sensomodeis
assigned costof 2, andpure MANET connectbnsa cost
of 1. In thisexample thenodein theupperleft of thesensor
netneedsto communicatewith the onein the lower right.
As thereisaMANET nearbythis canbeusedasacommu-
nicationbackbone The communicatiorthroughthe sensor
network would involve 6 nodesfor a costof 12, whereas
the communicationthroughthe MANET involves 2 sen-
sornodes, 2 switchesbetweerthe network and3 MANET
hops,leadingto atotal costof 4+4+3= 11. Thedifference
becomestrongemwhenthedifferenceof costsis higher

MANET

Figure 3. Routing
neous network

in a weighted heteroge-

Tofurtherreducehenetwork loadin thesensonetwork,
theaddressearedivided into sensoidentitiesandMANET
identities. Thisway, anodealwaysknowsin which network
thedestinatiorcanbefound. Thisis alsousefulto limit the
rangeof multi hop broadcastinsideeitherthe MANET or
thesensometwork.

In somecaseslik etheaforementionecemegeng evac-
uation, a spreadingthroughboth networks is wanted. To
enableall thesedifferentscenariosthe addressingscheme
depictedn gure 4isused.Themostsigni cant bit decides
if oneor bothinterfacesshouldbeusedona MANET node,
on the sensomodesonly oneis available. The secondbit
is usedasideni er for the network the destinationcanbe
foundin. The addresf the nodetakesup the restof the
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Figure 4. The address field used in our imple-
mentation

header, in our example we used 6 bits, enabling up to 63
WSN nodes and 63 PDAs.

In prior work we introduced COPRA [3], a communi-
cation processing architecture, where different aspects of
communication, like medium access control [9], link layer
retransmissions [1] or routing are represented as so called
protocol processing stages (PPS). These stages can then be
combined to form complete network stacks, so called proto-
col processing engines (PPE). Figure 5 shows the PPE that
we used on the PDAs. The designed routing protocol is
connected to a PPS called WsnUdpGate. Evaluating the
destination address, this stage determines the interface(s)
over which to transmit the message: UDP (WLAN), WSN
(Zigbee) or both. The message is then forwarded to the cor-
responding hardware drivers.

COPRA |

deliver{stack) |

Windows .net / OMNeT++

Interface.WSN | Interface. MANET
UDP { ; WLAN
¢ b ¢ Interface
Routing WsnUdpGate
3 WSN > ZigBee
\_/ | meree

accept(stack)
Interface.WSN | Interface.MANET

Figure 5. A Packet Processing Engine used
on a PDA

3 Simulations and Experiments

To evaluate our concepts we implemented a modified
version of Ad-Hoc On Demand Distance Vector Routing
(AODV) [11]. In this section some of the results of our sim-
ulations are presented, as well as a few real experiments.
Due to problems of the manufacturer of the the sensor nodes
(MotelV Corporation), we did not receive the larger number
of nodes we ordered in time and were only able to show the

functionality of the implementation for the real hardware,
no quantitative measurements were possible.

3.1 Simulations

All simulations were performed on a modified version
of OMNeT++ [13], which allows the simulation of inter-
acting C++ and C# modules [6]. Mobility and communica-
tion have been simulated by means of the INET-Framework,
which has also been modified to allow the usage of multiple
wireless interfaces on a single node. The enhancement was
necessary to enable the simulation of the MANET nodes,
which are equipped with a IEEE 802.11 WLAN as well as
a Zigbee transceiver. All simulations have been run on 10
randomly generated networks, the numbers shown are aver-
ages.

3.1.1 Challenge-Response Scenario

This scenario uses 40 randomly placed stationary sensor
nodes and 8 mobile PDAs with changing speeds (figure 6).
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Figure 6. OMNeT++ Simulation of 40 Sensor
Nodes and 8 MANET Nodes

Each PDA requested data from randomly chosen sensor
nodes, a successful packet delivery was achieved, when an
answer from those nodes reached the PDA.

Four different versions of our modified AODV were sim-
ulated: Without extension, with intermediate replies, using
piggyback mechanisms by attaching data to route request
packets and finally using piggyback mechanisms and inter-
mediate replies. The results of our simulations can be found
in figure 7. As expected, the versions that use intermedi-
ate replies suffer heavily from increased mobility, because






Table 1. Single Hop Scenario results
paclets | deliveryratio | RTT min avg
100 94% 103ms | 299ms

max
537ms

Tablel shavs theresultsof our measurementshe 6%
paclet loss can easily be explainedby collisions between
routerequestandacknavledgemenpaclets. Theseexper
imentswere only meantto shav that communicationvas
possibleat all, but alsoalreadyhint at a possibleproblem:
dueto the usageof the Tmoteasmodemfor thelaptop,the
differencebetweenminimal and maximal round-trip-time
(jitter) is very high.

3.2.2 MANET-MANET-WSN

The setupof the secondrow of experimentsfeaturedthe
Tmotesandtwo laptops,one of which again usedanother
Tmoteasmodem.Thelayoutof theexperimentcanbeseen
in gure 11. Thelaptopontopwantedto communicatevith

the sensomodes,usingthe laptopon the middle asa gate-
way.

ey === aaaa- ZigBee Link

WLAN Link

Figure 11. Ping-Pong scenario setup

Theresultsof theseexperimentsaredepictedin table?2.
It canbe seenthatheadditionalMANET hopincreasedhe
round-trip-timeby atleast95 ms,upto 284ms. Thisseems
to imply (aswill beshawn later)thatthetransitionbetween
networks andthe communicatioron the laptoptakesmuch
moretime thanthatbetweenTmotes.

Table 2. Measured round trip time Ping-Pong
Scenario

RTT min
198 ms

paclets | deliveryratio
100 92%

avg max
498ms | 821ms

3.2.3 WSN-MANET-MANET-WSN

The third row of experimentsfeaturedcommunicatiorbe-
tweentwo Tmotes,usinga MANET tunnelin between.In
gure 12thesensonodeontheleft sidewantedto transmit
to thesenomodeon theright side. As they werenot within
range,communicationwasonly possibleusingthe WLAN
of thelaptopsin between.

----- ZigBee Link

WLAN Link

Figure 12. Tunnelling WSN packets through a
MANET

Table 3 shaws the achieved paclet delivery ratio and
round-trip-time. Note, that for all experimentsno MAC
layer was used. While this was no problemfor thosede-
pictedabove, it wasdevastatingfor this setup. The rate of
86% wasonly achieved by disablingthe datapaclets, be-
causehey keptcolliding with the next routerequest.

Table 3. Results of the tunnel scenario
paclets | deliveryratio | RTT min avg

100 86% 310ms | 514ms

max
770ms

3.2.4 WSN Multihop

In this last row of experimentsonly Tmoteswere used,
which were arrangedn a row of 2, 3 or 4 nodes. Table
4 shavs theresultsof theseexperiments As suggeste@ar
lier, the communicatiorbetweenTmotesis fairly fast,and
thejitter is fairly low. Eachhop seemdo addabout30 ms
to theroundtrip time.

Table 4. Measured multihop round trip times

hops | deliveryratio | RTT min | avg max
1 97% 20ms | 29ms | 30ms
2 81% 50ms 56ms | 60ms
3 94% 70ms 87ms | 100ms

4 RelatedWork

Theideaof adding re ghters with sensometworkshas
beenproposedn differentways. Sometimeshesensorsre
usedto nd trappedpeopleor to monitorthe healthstatusof
the re ghters themseles[4]. Siren[2] usesatuple-space
like abstractiorto exchangedataaboutmeasuredeatval-
uesbetweenre ghters. Themaindifferencebetweertheir



approactandouris thatwe determingheheatlevelsfrom a
distancewhereasn theirsoneof the re ghters musthave
receved the valuesdirectly, beforeforwardingthemto his
colleagues.

The authorsof [7] introducedTEEN and its successor
APTEEN [8]. Teenis a hierarchicalclusterbasedrouting
protocolfor wirelesssensomnetworks. In this protocol,sen-
sorsaregatheredn groups(so calledclusters) with oneof
themasleader(clusterhead).Communicatiorinsidethese
groupsalwaystakesplacebetweeroneof thenodesandthe
clusterhead. Communicatiorbetweendifferentclustersis
possibleonly from one clusterheadto another In our ap-
proachthe highercostassignedo the hopsbetweersensor
nodedeadsto moreof thecommunicatiortaking placebe-
tweenthe PDAs thanbetweersensomodes.If thenumber
of PDAs is high enoughandthereis alwaysa PDA within
reachof ary sensomodethatwantsto transmit,the PDAs
would behae like the clusterheadsn TEEN.

TheroutingprotocolAODV, whichwasmaodi ed for this
work wasintroducedin [11]. It wasintendedasa protocol
for MANETS, andis in its original form too heary-weighted
to beusedin sensonetworks. However, with themodi ca-
tionswe made,we wereableto adaptit to run on a Tmote
Sky without runninginto memoryor enegy problems.

Many other routing protocolsfor sensornetworks use
different metrics. Theseinclude among others thehop
count,the minimal enegy consumedalongthe way or the
remainingenengy of eachnode[14, 10],or theloadon par
ticular nodesto namebut a few. Our approachalsokeeps
in mind the enegy constrainton the sensomnodes put not
focusedon the single sensomodes. Rather our approach
triesto shiftasmuchtraf c aspossibleto themuchstronger
(largerbattery higherbandwidth greaterange)PDAs.

5 Conclusionand Futur e Work

In this paperwe have presenteda combinedrouting
protocolfor sensometworks and WLAN basedVANETS.
Theproposedpproachusesveightedconnectiondbetween
nodego determinavhich pathto take. We have deliberately
chosera simplemetricthatis not hardto computeandcan
easilybeimplementedn resourceconstraintsensomnodes,
too. Theresultsof our simulationsshav the advantageof
this approachandthe feasibility of the approachhasbeen
demonstratedising a prototypeimplementationron Tmote
Sky sensonodesandlaptops.However, moreresearchvith
alargernumberof nodess clearly necessaryin thefuture,
we wouldlike to combinethisroutingprotocolwith thecol-
lective operationsof Cocos [5], a high level middlewvare
layerthatprovidesdataparalleloperationn entiregroups
of sensonodes.
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